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01 INTRODUCTION TO CLAROTY

Claroty provides Secure Remote Access to Industrial Control Systems
for maintenance, control and diagnostics

> Scope
* This external user guideline provides guidance to external suppliers providing remote support to Forvia
industrial plants

@ SORVIA
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02 PRE-REQUISITES: WORKFLOWS

Every 90 days
maximum

Supplier nominative account creation

First Forvia plant ?

The Forvia Contact requests a
supplier nominative user account

The Supplier receives two e-mails
with credentials and instructions

Install Netskope Network Private (NPA)
Log in to Claroty SAC Portal

Install Claroty Application Tunnel Client*

The Forvia Contact shares the Tunnel
file the first time you use Claroty

Supplier account extension

Next Forvia plants ’
The Forvia Contact requests
Claroty access for the supplier

Receive new Application Tunnel files in <
your mailbox .
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Downloading App Tunnel client is only possible when your
Supplier Group has been associated to an equipment tunnel

you will access to

Global
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Technologies

No update

The Supplier
receives
reminder(s)

Supplier
account is
disabled

P

The Supplier receives
e-mail(s) asking to update

Netskope password

Update the
Netskope
password

Supplier account revalidation

Every 180 days
maximum

The Forvia Contact receives an
e-mail asking to revalidate or not
the Supplier account

The Supplier receives an

e-mail about this process

The Forvia Contact revalidates
or not the account

Supplier

Forvia

~ORVIA
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02 PRE-REQUISITES: NOMINATIVE ACCOUNT CREDENTIALS

© Once your Forvia Contact has
requested the creation of a supplier
account, you wil receive two e-mails

® The first e-mail provides your
Account name associated to your
company e-mail address, along links
to access resources to fulfill pre-
requisites (see next slide)

©® The second e-mail provides the Initial
password

P.5 | Claroty / External User Guidelines - November 14, 2025

Pre-requisites
workflow

Invitation to FORVIA Remote Access with Netskope NPA - User Account

From ExternalAccountManagement@faurecia.com <ExternalAccountManagement@faurecia.com>
To forvia.supplier@pm.me

Date Friday, October 24th, 2025 at 11:21

Dear FirsName LASTNAME EXXXXXXX@ b2b.ww.faurecia.com

an account for FORVIA Remote Access with

skope Network Private (NPA) access has been generated for you.

Please use the following account:

©

Accountnamed EXXOOOXX@b2b wwifaurecia.com ## Invitation to FORVIA Remote Access with Netskope NPA
Email: forvia.supplier@pm.me

From ExternalAccountManagement@faurecia.com <ExternalAccountManagement@faure
Before you can access the resources at FORVIA, please install the Nets

factor for authentication. To forvia.supplier@pm.me

Date Friday, October 24th, 2025 at 11:22
Please follow the instructions at https://sec-ras.ww.faurecia.com/, sectit

To enroll your user with Netskope/PING, visit the 'SEC-RAS Portal User
ras.ww.faurecia.com/documentation/userenrollment.html

Initial password:  kkkkkkk*k*k

Please change the password after successful enroliment.
All needed information how to do could be found here:

https://sec-ras.ww.faurecia.com/documentation/specops.htmi

With best regards,
FORVIA Global Information Technologies (GIT)

@ SORVIA
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02 PRE-REQUISITES: NETSKOPE (NPA) INSTALLATION

Pre-requisites
workflow

9
X

(im] @ sec-ras.ww.faurecia.com X +

& G %) https://sec-ras.ww.faurecia.com o A N @ O & = w

Forvia Remote Access Download Portal *
® Click on Netskope NPA Client (msi) to

download the NSClient.msi installer Welcome to Forvia Remote Access Download Portal!
’ Please find setup and documentation files in the list below.

O Accessto
https://sec-ras.ww.faurecia.com

© Save itin a folder

B2B Portal / Claroty SRA
(for example C:\tmp)

Netskope NPA Idaptive (on

. External Supplier
Forvia B2B Portal a2

Guideline
Netskope NPA Client (msi) —— &
enrollment (x}
® Launch a Command Prompt as an e
Administrator
9 NaVigate tO C:\tmp e B Administrateur : Invite de commandes _ o 1%

C:\tmp>msiexec /I NSClient.msi installmode=IDP tenant=faurecia-npa domain=eu.goskope.com mode=peruserconfig

® Launch the following command to
trigger the installation:

msiexec /I NSClient.msi installmode=IDP tenant=faurecia-npa domain=eu.goskope.com mode=peruserconfig

@ SORVIA
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https://download-faurecia-npa.eu.goskope.com/dlr/win/get

02 PRE-REQUISITES: NETSKOPE (NPA) INSTALLATION <

Pre-requisites
workflow

| Inscrire le client Netskope ! Inscrire le client Netskope

O The installation process is starting O

® Enter the credentials provided by SORVIA
e-mail and click on Sign On

~ORVIA

Sign On

©® To configure 2FA, install Ping ID
application from the app store e
available on your mobile phone

Bienvenue sur PingID

Votre société rend vos comptes plus sécurisés! PingID est
une application d'authentification multi-facteurs (MFA) qui
facilite la vérification de votre identité lorsque vous
accédez aux ressources de la société. Linstallation est

rapide et facile, alors commencons.

E=1]®

® Click on Start to pair your Netskope =
account with Ping ID

lobal
Q e SFORVIA
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02 PRE-REQUISITES: NETSKOPE (NPA) INSTALLATION

© A QR code and a pairing key are
displayed

® On your mobile phone, launch Ping
ID and follow the process

® Scan the QR code for pairing

® The installation process is finishing,
click on Finish

© The Netskope client is setup (see
taskbar) and Services activated
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. Inscrire le client Netskope

Ajouter un nouvel appareil

E Application mobile PingIlD

@l
i e
O

Clé de couplage: 1492 36184 4090

o Avsisbie or Acebatie v
I ' iPhone aiPad ” ‘/ Android

Autres méthodes d'authentification

—_ — |

Global
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Pre-requisites
workflow

"M Netskope Client Setup

Completed the Netskope Client Setup Wizard

Click the Finish button to exit the Setup Wizard.

n

Back

- X

(8]

Services
) Sécurité Internet
) Private Access

©

Désactiver tous les services clients

Private Access
Ré-authentifier Private Access

Configuration

Enregistrer les journaux
Débogage avancé

Afficher I'événement de blocage
Désinscrire

A propos

~ORVIA
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02 PRE-REQUISITES: PASSWORD RENEWAL

® Enter your Netskope account name
and click on OK

© Enter the code generated by Ping ID
application on your mobile phone and
click on Verify

® Enter new password two times to
verify it, by following the required
complexity, click on OK

© A Success message is displayed to
confirm the update
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5 https;//eulogin.specopssoft.com/Authentication/Mfa/Start/uf o

This service only uses cookies that are necessary for the servii

© Follow this link to start the process 50 RVIA

Lsername

Sign in

EXXXXXXX@b2b.ww.faurecia.com 9

PingID

samsung SM-A528B (samsung SM-A528B)

Start the PingID app on your mobile device.
Enter a passcode from the app in the ‘Code’
box below and then click 'Verify'.

—Codn

Pre-requisites
workflow

|

Type a password that meets the following requirements

+ Must contain at least 12 characters
+ Must meet at least 3 of the following requirements:
+ Must contain at least one uppercase letter
+ Must contain at least one lowercase letter
+ Must contain at least one digit
+ Must contain at least one special character
+ Must not contain your username

+ Must not contain 3 or more identical characters in a row

These rules will be checked once you submit the password

Must not contain words from the list of disallowed words

~ORVIA

© Success

Your password has been changed! If you are using a Windows
computer, it is recommended to sign out and sign in again with your
new password. Also, don't forget to update to your new password in
for example the email app on your phone, if necessary.

~ORVIA
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https://eu.login.specopssoft.com/Authentication/Password/Reset?domainName=b2b.ww.faurecia.com

02 PRE-REQUISITES: CLAROTY SERVICES

Pre-requisites
workflow

Service Type of Access Requirements

connection /

protocols
Server = WEBHTTP(S) | = Central SAC web access: » Latest Google Chrome browser
connection | . \/\C https://sraotz.ww:forV|a.Com = Latest Microsoft Edge browser

» z: SAC region
" RDP (1: EMEA,
= SSH 3: America,
5: Asia)

Application | = Industrial = Application Tunnel client = Supported OS: Microsoft Windows 11 OS 64-bit, Windows 10 64-
tunnel protocols s bit, Windows 10 32-bit, Windows Server 2022, Windows Server
connection O 2019 (see full list slide 12)
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02 PRE-REQUISITES: LOGIN TO CLAROTY SAC <

© Open the Central SAC URL in a
supported browser window

® Click on Login with SAML

©® Confirm with PingID
(it should be installed on your mobile
phone to provide a second factor
authentication)

® The connection process is taking
some times before landing on the list
of server connections

Caution: This step is mandatory to
ensure proper activation of the mapping
between your user account and the
corresponding group in Claroty
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( CLAROTY secure Remote Access

&~ O ) (9 httpsy//sraot1.ww.forvia.com/sra/#/login o

Welcome Back

Secure Access Center:
wwgrpsra0001

Login with SAML

Login with username and password

By logging in, you agree fo our User Agreement

Welcome Back

Login with SAML

OR

Login with username and password

.
=4

By legging in, you agree to cur User Agreement

Global
Information
Technologies

4]

Pre-requisites
workflow

Authentication

Select the number displayed In your PinglD moblle app

35

O
CLAROTY

Authenticating on
iPhone 12

~ORVIA
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02 PRE-REQUISITES: APPLICATION TUNNEL CLIENT <

Pre-requisites
workflow

O Access to the Central SAC platfo rm ( CLAROTY secure Remote Access Secure Access Center: wwgrpsra0001 st
. ] . All imes are UTC+02:00
following previous slide

Dashboard Application Tunnel

® In the menu, click on Application

& Application Tunnel
Tunnel 12 (3]

Windows 11 64-bit

Windows 10 64-bit

©® Click on Download Client, and then Windows 10 32-bi
0 0 Windows & 64-bit
on the needed Windows version Windows 7 6461

Windows 7 32-bit
Windows XP 32-bit
O Install the software Windows Server 2022
Windows Server 2019
Windows Server 2016
Windows Server 2012
Windows Server 2008
Windows Server 2003

Caution: In case your Supplier Group have not
been assigned yet to a Tunnel, it is not possible
to download the Application Tunnel client

@ SORVIA
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02 PRE-REQUISITES: APPLICATION TUNNEL FILES

Pre-requisites
workflow
©® When you have never used Claroty, the Plant Contact should send the the tunnel file
(.sra) by e-mail and organize a meeting to onboard you in the connection process using
Claroty Application Tunnel

® Once onboarded in the Claroty usage, you received automatically the next tunnel files in
your mailbox for any given plant you are working with

©® One time per year (see month below), the certificate of each Central SAC server is
renewed. As a consequence, all the tunnel files are regenerated and sent to your @aprms - 1§ x)
mailbox « Back
Important: the former tunnel files must be deleted ® in Application Tunnel client and | Manage Connections
the new ones loaded (see also slide 23)
* EMEA https://sraot1.ww.forvia.com / January
* NAO/SAO https://sraot3.ww.forvia.com / October
* APAC https://sraot5.ww.forvia.com / April

ESVLC_SAP-XXXXXX_LAB_TEST ... /

®

ESVLC_SAP-XXXXXX_LAB_TEST ...

ESVLC_ThislsAnAppTunnelWithALar...

|
+ Add New

Caution: never rename a .sra tunnel file received by e-mail.
It will break the tunnel and the connection will not work

Global
Information so RVIA
Technologies
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https://sraot3.ww.forvia.com/
https://sraot5.ww.forvia.com/

03 CLAROTY SERVICES USAGE: WORKFLOWS

HTTPS, VNC, RDP, SSH protocols Industrial protocols (S7, Ethernet/IP, Modbus, etc.)

Connect to Netskope

v

Access to Claroty SAC

Connect to Netskope

Open Application Tunnel
Select a tunnel file .sra

Portal

Request the access to
a Server Connection

Request the access
to the tunnel

Plant
Approver

Plant
Approver

Approve Approve

Connect to the
Server (OT device)

Perform activities File transfer Perform activities File transfer
Deny
Close the tunnel
M session
O '
Q e SORVIA

Technologies . .
Inspiring mobility

Open the tunnel
session

Close the Server
v session

P.14 | Claroty / External User Guidelines - November 14, 2025



04 SERVER CONNECTION SERVICE

> Connect to Netskope service and re-anthenticate Private Access

using your credentials

> Access to Claroty Central SAC web interface by choosing the

Region where is located the plant

* EMEA https://sraot1.ww.forvia.com
* NAO /SAO https://sraot3.ww.forvia.com
° APAC

https://sraotb5.ww.forvia.com

> 2FA (Two-factor Authentication) using Ping ID is required

Global
Information
Technologies
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Services
£ Sécurité Internet
£) Private Access

Désactiver tous les services clients

Private Access
Ré-authentifier Private Access

Configuration

Enregistrer les journaux
Débogage avancé

Afficher I'événement de blocage
Désinscrire

A propos

Workflow

~ORVIA
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04 ACCESS TO SERVER CONNECTION SERVICE <

Workflow

< O @ O httpsy//sractl.ww.forvia.com/sra/#/login o AV o AN

Ja
S

Secure Access Center:

( C L A R OT Y Secure Remote Access
wwgrpsra0001

© Open the Central SAC URL (see list)
in a supported browser window

Welcome Back

® Click on Login with SAML (2

oOR

. - . Login with username and password
©® Confirm with PingID Authentication

By logging in, you agree fo our User Agreement Select the number displayed In your PinglD moblle app

® The connection process is taking
some times before landing on the list 35
of server connections

Welcome Back Lo
CLAROTY
Authenticating on
iPhone 12
OR
Login with username and password

c |10

By legging in, you agree to cur User Agreement

W SORVIA
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04 LIST OF SERVER CONNECTIONS <

Workflow

© The default Ianding page CorreSpondS ( CLAROTY secure Remote Access Secure Access Center: wwgrpsra0001 deniauds@forvia.com | Logout |
to the Dashboard menu

® It consists in the My servers section

All times are UTC+02:00

9 0 0 g Application Ti | % % Name @ < Site + Address % Protocol % Username

which lists all device connections to PR T

which you can connect or request an

access @ e |PTSJSCSW1001_E37 WEB PTSJSSRA0C0O1 https:/10.80.110.108  WEB

. ® PTSJMCSWO001_LINE1_WEB PTSJMSRAD0O01  htips:/10.80.32.11 WEB T —

® A @ green dot in front of a server

connection Corresponds to an 9 e [PTSISWID4701_RDP PTSJSSRA0001 10.80.80.21 RDP

accessible device @ PTSJMPLCO011_LINE1_WEB PTSJMSRAO0D01  htips://10.80.32.12 WEB

© A red dot i rot of  server [

ConneCtlon Corresponds to a deVICe 4 < Origin s S@ Child < Server % State + Started % Length
currently unreachable ° Session
145 wwgrpsra0001  PTSJSSRA0001 PTSJSCSW1024 E78 LC59 WEB Ended, Mon Sep 23 13 Seconds
. . : recording 2024 13:11:47
© It also consists in a My sessions disabled
section WhICh |iStS a” your previous 144 wwgrpsra0001  PTSJSSRA0001 PTSJSCSW1001_E37 WEB Ended, Thu Aug 22 15 Seconds
recording 2024 14:12:35
Sessions disabled

lobal
Q e SORVIA
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04 REQUEST ACCESS TO A SERVER CONNECTION

© For a given server connection, click
on Request access

® For an immediate access, select the
Expected duration, enter a Reason
and click on Request

©® For a scheduled session, enter a
Reason, check the box Scheduled
session, select Session date & time,
and click on Request

Dashboard

Application Tunnel

Request access 9

<

Workflow

My servers

-~ A
Expected Duration: o1 [ 00
v v

Reason

Check application configuration

[J scheduled session (optional)
Session start time:

2025-10-22 =
Session end time:
2025-10-22 =

P.18 | Claroty / External User Guidelines - November 14, 2025

00

00

.
-

?

+ Name

PTSJSWID4701_RDP

PTSJMPLCOO11_LINE1_WEB

00

00

Global
Information
Technologies

Cancel

+ Address

PTSJSSRAO001

PTSJMSRAO001

Reason
===

Check application configuration

Scheduled session (optional)

Session start time:

% Protocol + Username
10.80.80.21 RDP
https://10.80.32.12 WEB
Request access e
A A~
Expected Duration: o1 [ 00
v v

Request access

Request access

S N
2025-10-22 =] 14 [ 00
v v

Session end time:
S N
2025-10-22 =] 15 [ 00
v v

Cancel

~ORVIA
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04 GET ACCESS AND CONNECT TO A SERVER (OT DEVICE)

® Once the request is raised, it is
Pending the Plant Approver
feedback

© In case of an immediate access: Once
the request is approved, you get a
Connect button. Clik on the Connect
button to open a session, it will last
the requested duration

® In case of a scheduled session: Once
the request is approved, the Connect
button is displayed and will be
available for opening the session at
the Start date and time requested

® At any time, you have the possibility to
Cancel request
P.19 | Claroty / External User Guidelines - November 14, 2025

Dashboard

Application Tunnel

Dashboard

Application Tunnel

Dashboard

Application Tunnel

My servers

Workflow

1

+ Name

® PTSJSWID4701_RDP

® PTSJMPLCOO11_LINE1_WEB

+ Site

PTSJSSRAO001

PTSJMSRADO01

% Address % Protocol % Username

10.80.80.21 RDP Request access

hitps://10.80.32.12 WEB

l

Cancel request

My servers

1

+ Name

® PTSJSWID4701_RDP

® PTSJMPLCOO11_LINE1_WEB

My servers

< Site

PTSJSSRAO001

PTSJMSRAO001

% Address % Protocol % Username

10.80.80.21 RDP

Request access

https://110.80.32.12 WEB Connect e

0

Cancel request

1

+ Name

® PTSJSWID4701_RDP

® PTSJMPLCOO11_LINE1_WEB

Global
Information
Technologies

+ Site

PTSJSSRAO001

PTSJMSRAO001

% Address % Protocol % Username

hitps://10.80.32.12  WEB m & Cancel request
Approved , scheduled for Thu Dt 23 2025 14:00:00 and ends ; t Thu Oct 23 2025 15:00:00

~ORVIA
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04 USE THE SERVER (OT DEVICE) SESSION <

© Click on Connect button to open a At

session (see previous slide)

remotetech1 | Change password | Logout |

( CLAROTY secure Remote Access Secure Access Center: ESVLCSAC0001

All times are UTC+02:00

® Enter credentials and Connect

Connection to server ESVLCHMI0001_LAB_TEST_BENCH_VNC @ Recording
Enter credentials
@ Alt+Tab Cirl+Tab Ctri+Esc Cll+Alt+Del Ctl+Al+End Win+R Esc 9 Scaled Unscaled Full Screen e Disconnect
Usermname Not required
Password | I |

®

© The display can be changed upon
your needs to adapt the view to your
screen

® Depending on the type of protocol,
buttons are available to interact
remotely with the device

© Caution: monitor regularly the Time
remaining for your session. It cannot
be extended!

Server Address: 10.65.46.37 |
i i - 12 Wnnd
I Time remaining: 59 Minutes, 46 seconds 6
Global
Information FO RV'A
Technologies
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04 USE THE SERVER (OT DEVICE) SESSION

® When activity is done, click on the (@ CLAROTY secure Remote Access Secure Access Center: ESVLCSAC0001 e
. Al ti UTC+02:00
Disconnect button mes are

Workflow

‘ Connection to server ESVLCHMI0001_LAB_TEST_BENCH_VNC ‘

‘ Alt+Tab Cirl+Tab Ciri+Esc Cti+Alt+Del Cti+AlIt+End Win+R Esc Scaled Unscaled Full Screen .’ #

® Enter a summary of your activities,

: Disconnect Reason
then click on OK

Please enter a short summary of the remote session that has ended:

O Click on Exit to close the window

D FORVIA
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04 USE THE SERVER (OT DEVICE) SESSION

® When the Time remaining is over,
the session is automatically ending

@ Click on Exit to close the window

P.22 | Claroty / External User Guidelines - November 14, 2025

(@ CLAROTY secure Remote Access Secure Access Center: ESVLCSAC0001

Workflow

remotetech1 | Change password | Logout|

All imes are UTC+02:00

Connection to server ESVLCHMI0001_LAB_TEST_BENCH_VNC

Global
Information
Technologies

Session ended

~ORVIA
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05 ACCESS TO APPLICATION TUNNEL SERVICE

Tunnel files management Vordiow
© Open the Application Tunnel @ @ - O x| @apprond - O x| @aptema 0 - O x)
ont © R — C o .
| Q) | Manage Connections e | Manage Connections
| |
® To be able to open a tunnel towards | o
an equipment, you need to select .sra ESVLC_SAP-XXXXXX_LAB_TEST_ ESVLC_SAP-XXXXXX_LAB_TEST .. / W @
tunnel files in this client | Comestio Edit 9 ESVLC_SAP-XXXXXX_LAB_TEST ... ESVLC_SAP-XXXXXX_LAB_TEST ...
| ESVLC_SAP-XXXXXX_LAB_TEST B.. | | |
9 |n the fleld Connect tO CIiCk on Edit . ESVLC_TestPLC_36_config . ESVLC_TestPLC_36_config
/ Authenticate with Edit
' SAML ESVLC_ThislsAnAppTunnelWithALar... ESVLC_ThislsAnAppTunnelWithALar...
@ The list of Managed Connections | |+ acone | © |+ AddNew
displayed all the .sra tunnel files g
[2] Open X
already loaded in the client
B <« DT_C.. » DT_Connectivity_Cla.. » 4 &) Search DT_Connectivity_Cla.. @
© If needed, load a new file by clicking | o) eoono i o0 sree 0t Lont At Orgarize = New e ) =pn=ual
3 MName Status Date modified T
on +Add New and SeIeCt a flle Saved 5 |' ESVLC_SAP-XGOOCG_LAB_TEST_BENCH_config.sra 9 @ 11/06/2025 17:59 §
on your Computer . , @ ESVLC_SAP-XX0OCK_LAB_TEST_BENCH_SRADD02_config.sra @ s
Caution: never rename a .sra tunnel @ TR comgen . o :
. . . file received automatica” b e'mail. |t islsfin unnelWi argeMameForTestingPurposes, B/ 5
® Click the tunnel file corresponding to . yby , WGt ALgeNomeForTestingPurposes... | © b |
_ _ will break the tunnel and the _
the machine / line you need to connection will not work anymore File name: | ESVLC_SAP-XXXXXX_LAB_TEST_BENCH_config.sra |  SRA File (*.sra) v
ConneCt Cancel

W | SORVIA
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05 REQUEST ACCESS TO AN EQUIPMENT TUNNEL

client and select a .sra tunnel
file as described on the
previous slide

© Open the Application Tunnel @

® Make sure the Authenticate with is
set up to SAML. If not, click on Edit
and select SAML

© Click on the connect button to request
the access

P.24 | Claroty / External User Guidelines - November 14, 2025

-- - = = — - —— = e e
') App Tunnel 0 = O X : |AppTunneI

F |« o
Q) | Authentication Method

Not Connected
| Username and Password

|
C 1t Edit
onnect to i SAML 9
ESVLC_SAPXOOOOO(_LAB TEST B |
|
| Authenticate with 9 Edit | Session-Token Auth

| SAML

By logging in, you agree to our User Agreement

<

Workflow

= O X

e -
I
|

' App Tunnel

Connect to

Edit

ESVLC_SAP-XXXXXX_LAB_TEST B.. |

Authenticate with

| SAML

Edit

By logging in, you agree to our User Agreement

Global
Information
Technologies
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05 GET ACCESS AND OPEN AN EQUIPMENT TUNNEL

Once the access is requested to the
Plant Approver, the message
Access Pending for Adminstrator
Approval is displayed

Caution: you must liaise with the
Plant Approver to know when the
tunnel access has been approved. No
confirmation will be displayed through
the App Tunnel client

When you got the confirmation that it
has been approved, click again on the
Connect button

Confirm with Ping ID

Once connected, use the software
needed to perform your activities

When activities are performed, click on
the Connect button to close the tunnel
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<

Workflow
App Tunnel = O * j App Tunnel = O x
—_—
1y |
| O
i
Connecting. ..
| |
e Access Pending for Administrator Approval ‘ @ 00:00:28
Connect to Edit Connect to Connect to
ESVLC_SAP-XXXXXX_LAB_TEST_B... \ ESVLC_SAP-XXXXXX_LAB_TEST_B... | | ESVLC_SAP-XXXXXX_LAB_TEST_B..
| |
| [l | |
Authenticate with Edit | | Authenticate with Edit | Authenticate with Edit
| SAML || sAML | sAML
| | |
appTunnel 0 = m] *

By logging in, you agree to our User Agreement | By logging in, you agree to our User Agreement rement

Once access is requested, you can close the App
Tunnel and open it again once the Plant Approver
granted you the access G

Forgot your device?
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05 USE THE EQUIPMENT TUNNEL SESSION

Example: Siemens TIA Portal

© Once the tunnel connected, open TIA
Portal and the project

® In the case of a machine connected to
the IT network with a NAT Router, you
must use the command Online >
Extended Go online in the menu and
put the IT IP Address of the PLC
exposed by the NAT Router

© In the case of a machine having a
PLC interface directly connected to
the IT network, simply use the usual
Go online feature
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View Insert Online

Project  Edit
3 (% ] save project

Options

Project tree

JDevices || Plant objects |

=}

> 7 IMMPacksVi.4 Lab 250517_V19
ﬁb' Add new device
iy Devices & networks
» (=4 IMM_Packavs_HMI [TP300 Comfort]
» [ IMM_TCO_HMI [TP700 Comfort]
= |3 IMM_Packs [IPC BX-39 A PNJIE]
u'f Device configuration
% Online & diagnostics
» [53 IMM_Pack5V1_HMI [WinCC Unified PC RT,

Tools

& X BEEX 9D

= [ IMM_Pack5V1_PLC [CPU 15075 F]

I} pevice configuration
%| Online & diagnostics
@ safety Administration
|8 Software units

[ Program blocks

[ Technology objects
External source files
I:ﬁ FLC tags

[ PLC data types

|5 Watch and force tables
[ online backups

[ 2 Trace:

- v v v v wvoww

3

- | Details view

Module

Name

[l'ﬂDevice configuration
g Online & diagnostics
@) safety Administration

88 Software units
[t Program blocks

(& Technology objects

Global

Window Help

If Siemens - C:Wsers\deniauds\OneDrive - FORVIA\Automation Siemens\20_Claroty_BenchUMM Pack5V1.4 Lab 250517_V19UMM Pack5V1.4 Lab 250517_V19

S MG E R § coonline ¥ Goofiline Sz MW 2 || g a3 "

U
15075

|| Flash LED

Online status information:

Information
Technologies

Configured access nodes of "IMM_Pack5®

Workflow

Totally Integrated Automation
PORTAL

Device Device type slot Interface type  Address Subnet
IMM_Pack5V1_PLC CPU 15075 F 12 PMIIE 19216822 IR LLI
CPU 15075 F 1wl PMNIIE 1722612 SWCPU-intern... =
3
a
et
®
w
e ofthe PGIPC interface:  [RLPIE -]
PGIFCinterface: W@ Intel(R) Wi-Fi 6E A%211 160MHz [+] 'C‘
Connection to interfacelsubnet: | Directatslot'1 x2' |v| @
st gatews | |v| ©
Select target device: : . . s with the same addresses |V|
Device Device type Interface typ Address Target device
IMM_Pack5V1_PLC CPU 15075 F PMIIE 10.65.46.36 IMM_PackSV1_PLC
= = PMIIE Enter address here =

%2 Attempting to connect to the device with address 10.65.46.36.
= Connection established to the device with address 10.65 46.36.

Scan and information retrieval completed.

[] Displayonlyerror messages -|

Warnings

GoOnline | |

Cancel |
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05 USE THE EQUIPMENT TUNNEL SESSION

In the case of a machine connected to the
IT network with a NAT Router:

O Inthe SIMATIC Manager, select the
S7 program of the CPU

® |n the menu, select
PLC > Access Address

©® Enterthe IT IP Address of the PLC
exposed by the Scalance in the
Access Address field. This address
is used to reach the module

You have now specified the IP address of
the module to which the connection
should be established
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Example: STEP7

.';; SIMATIC Manager - [ClarotyTest -- C:\Program Files (xB6)\Siemensh\StepT\s7proj\ClarotyT]
% File Edit Inset PLC View Options Window Help

0= E'ﬁ' ‘X, Access Rights »
E% ClaratyTest | Downlead Cirl+L  Ivps
EHEH SIMATIC 200 o ot Cource
[ Was , 2 onfigure... trl+ Einck F
o 27 P Compile and Download Objects... Eymbal
S Up
g Bk pload to PG

Uplead Station to PG...
Copy RAM te ROM...

Downlead User Program to Memory Card
Save to Memory Card...

Retrieve from Memory Card...

Display Accessible Modes

Change Medule Identification...
CPU Messages...

Display Force Values
Monitor/Modify Variables

Diagnostic/Setting »
PROFIBUS >
Edit Ethernet Node...

Assign PG/PC

Cancel PG/PC Assignment
Update Firmware

Update the Operating System...

Save Security Events...
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Workflow

Access Address

Access address:

Lioxvz i 3)

Available address:

Reset

Address type

| IP address |

Access address

oK

10.X.Y.Z

Cancel | Help |
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06 FILE TRANSFER (SFTP)

O Follow the instructions available at:
https://sec-ras.ww.faurecia.com/documentation/ftpresource.htmi

Note: This feature is only available if your Plant Contact has
explicitely requested it to fulfill your remote access needs.
Liaise with your Plant Contact to enable it
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<

Workflow
sftp://E1002305@b2b.ww.faurecia.com@sftp.sec-perim.corp - FileZilla = O X
File Edit View Transfer Server Bookmarks Help
113 = |- | = = 5
(= - OO XL[Faocs
Host:  sftpy//sftp.sec-peri  Username: EXXXXXX@b2b.ww Password: »esssessssssess Port: Quickconnect | ¥
Status: Using username EXXXXXXX @b2b.ww.faurecia.com”.
Status: Connected to sftp.sec-perim.corp
Status: Starting download of /TestSupplier/parameter_update_251107b.zip
Status: Retrieving directory listing of "/TestSupplier”...
Status: Listing directory /TestSupplier I
'Status: File transfer successful, transferred 460 566 bytes in 1 second
I Local site: | C:\tmp\, ~ | Remote site: | /TestSupplier ~
T tmp ? Tecracer
. -7 totalemd 72 Teseo
Users I ? Tesflow I
| Windows TestSupplier
} m 8D . D
Filename - Filesize Filetype Last 1 | Filename Filesize Filetype Lastmod.. Permis.. Owne

460566 Compresse... parameter_u... 460566 Compr... 11/7/202.. -rw-**..

460566 Compresse...

12/1%
11/7;

s parameter_update_251107 zip
' «== parameter_update_251107b.zip

___________________________________________|
'2 files. Total size: 921132 bytes

Selected 1 file. Total size: 460566 bytes

Server/Local file Dire... Remote file Size Prio.. Time
! sttp://EXXXXX @b2b.ww.faurecia.com@sftp.s...
I CA\tmp\parameter_update 251107 zip -->> [TestSupplier/para.. 460566 Nor.. 11/7/2025 4:16:30 PM
! sftp:// EXXXXX @b2b.ww.faurecia.com@sftp.s...
C\tmph\parameter_update_251107b.zip <<-- [TestSupplier/para.. 460566 MNor.. 11/7/2025 4:22:27 PM

Queued files Failed transfers Successful transfers (2)

DO Queue: empty [
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